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Background

BACKGROUND

Federated Learning (FL)

= Machine learning that decouples
training model and data

Local

= Key factors: communication Model Global
overhead & data privacy
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= Server: aggregate global model
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BACKGROUND

Federated Learning Privacy

= Attackers exploit model
uploads to infer client data

= Membership inference:
distinguish client participation

= (Gradient inversion: recover
private training sample
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Background

BACKGROUND

Federated Learning Privacy

= Attackers exploit model e e e

uploads to infer client data . . . . - . .

= Membership inference: truth DLG: FedSGD
distinguish client participation

= (Gradient inversion: recover
private training sample

DLG FedSGD + noise

Zhu L, Liu Z, Han S. Deep Leakage from Gradients[C]. in: 32nd Advances in Neural information Processing Systems: Neur/PS. 2019.
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BACKGROUND

max

Federated Learning Communication

= Uplink transmits large-scale model 01
weights/gradients tensors i

min

= Protocol improvement: client raw layer matrix — quantization sign

selection, local update, etc.

= Parameter compression: pruning, |
quantization, etc.

prune ASL k=2 AST k=1
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CONTRIBUTION

Question:

How to optimize transmission cost adaptively in the setting of differentially-
private training, and design algorithms towards communication-efficient
and privacy-preserving federated learning?

Our Contribution: FedASI & FedALS

Adaptive low-rank FL communication Differential privacy
factorization compression guarantee
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CONTRIBUTION

Our Contribution: FedASI & FedALS

Adaptive low-rank = Develop low-rank factorization based on ASI and ALS
factorization = Solve matrix rank optimization with adaptive output
= Derive convergence proof on factorization iteration

FL communication = Introduce low-rank compression to FL communication
compression = Derive convergence proof on learning
= Evaluate efficiency, accuracy, convergence by experiment

Differential privacy = Apply differential privacy mechanism with proof
guarantee = Link privacy with compression benefits
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FRAMEWORK DESIGN

FL Algorithm Overview

= Objective:
JoLtv 1 P — 4. Aggregation: .
min ,C(W) = — EC(W;DC) oS c
w ’C‘ ; Server l_llp_ﬂp_ We — We—l -+ ﬁ ;Me
3. Upload: MW -—Ww"
1. Download: W «— WO D Client
Device ¢

2. Update: W «+ W — nVy LY(W;D°) =0 Client
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FRAMEWORK DESIGN

4. Decompress:

FL with Low-Rank Compression
Mg+ PEQe"

. Efficiency .
Efficiency: - Privacy: ——_— 5. Aggregation:
y: S ——— c
Fixed: FedASI FedASI-DP \ server —im—im We = We1 + @ > M
ceC

Adaptive: FedALS FedALS-DP
3.Compress M+ W —W?°

& Upload: P, < Factorize(M)
1. Download: W «— WY D Client

Device ¢

2. Update: W «+ W — nVy LY(W;D°) =0 Client




Algorithm

Low-RANK COMPRESSION

| ow-Rank Matrix Factorization
= Rank-k Factorization:

M ~ M, = PQ*

= Rank-k Restricted SVD:
M =~ Mk = UkaVkT

= Other methods: eigenvalue decom-
position, QR factorization, etc.
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Low-RANK COMPRESSION

Alternating Subspace lteration (ASI)

= Rank-k Factorization: Algorithm 3-2 Alternating Subspace Iteration

M ~ Mk — PQT Input: matrix M € R™",
rank k, iteration T’

Output: low-rank matrices P € R™*, 0 € R™*
QO P N(O, 1)n><k
for each iterationt =1,2,---,T do

I:t < MOQ,_,

P, — orthonormalize(P,)

0, < MTPt
end for
7 return P, Q,

= Power lteration:

u~ Mu

o A W N K

= Alternating Subspace lIteration:
t
p~ (MM") p P=U,
g~ (M"M) g Q = ViZk.

)]
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Low-RANK COMPRESSION

Alternating Least Squares (ALS)

* Rank-k Factorization Optimization: Algorithm 3-3 Alternating Least Squares
. 1 2 . : mxn
min © [|M — PQT|%, st rank(PQT) =% ImputmarxMeRTe
P,Q 2 F regularization parameter A, iteration T
1 2 - Output: low-rank matrices P € R™* Q0 € R™*
= r}gin 5 M — PQ" || + Arank(PQ") 1 Q, « N (0,1
@ | 2 for each iterationt =1,2,---,T do
: 2 -1
= min - |M — PQ"|| . + A [|PQ"||, 3| B < MO (0],0,,+A)
P,Q 2 4 | Q «M'P(P'P+AI)"
1 2 A 2 2 df
min > [|M - PQT|[}, + 5 (IIP ) ok
-~ min | @ +5 (1P +1QI) 2 mawr

P =Un(Sk—Mp)2, Q= Vi(Sk — M)

=+ o=
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PRIVATE LOW-RANK COMPRESSION

Differential Privacy (DP)
= (€, 6)-DP:
PrM(D) eS| <e -PrM(D) eS|+

= (Gaussian Mechanism:
M(D) = f(D)+G
G =N (0,58%c"Iy)
o=¢ v/2In1.256-1
= Sensitivity:

S(f) =max ||f(D) - f(D')| ¢ -6 -4 -2 0 2 4 6 8

D, D’ event space

David S, Sebastian M, Esfandiar M. Privacy Loss Classes: The Central Limit Theorem in Differential Privacy[C]. in: Proceedings on Privacy Enhancing Technologies. 2019.
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PRIVATE LOW-RANK COMPRESSION

Private ASI (ASI-DP)

Algorithm 4-1 ASI-DP

Algorithm 4-2 ALS-DP

Private ALS (ALS-DP) Input: matrix M € R™",

privacy budget (e, 6),

iteration T,

rank k
Output: low-rank matrices
= (E, 5)-DP P eR™k Q e R
1 Qp « N (O, Inxk)
SQ — HQt 1” 2 for each iterationt = 1,2, ---,T do
T @)
Sp = || P 2 | Gy e N (0.826%0,,,)
_1 4 Pt (_MQt—1+GP,t
0 = ¢ \/4kT ln(l/é) 5 Pt <« orthonormalize(P)
6 Gy, « N (0,556°1,)
7 0, < M"P +G,,

g8 end for

Input: matrix M € R™",
privacy budget (e, 6),
iteration 7T,
regularization parameter A
Output: low-rank matrices
P e R™* 0 e R"™
1 Qp < N(O’Inxk)
2 for each iterationt =1,2,---,T do
3 | O <0, (08,0, +AI)
4 Gp, < N (0,867 1)
5 P, < MO, , +Gp,
s | B<P(PTPR+a1)"
7 Gy, < N (0, Slz,azlnxk)
8 Q, <« M"P +G,,

9 end for

1
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THEORETICAL RESULT

Convergence of Factorization

= ASI: = ASI-DP:
= e (22) |~ PPT YU, <O (mem 7 %)
g =swn e (S) ws - @@l <0 (mf’wm = “fm)
« ALS « ALS-DP
Pk ZS%uk+C(glz:1)2tuk+1 H(S_Ptpt )U’fH2 =0 (amaXt%thzrl\/m\/]_?—\/jm)
aemstore () ool <o (Tl )
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THEORETICAL RESULT

Convergence of Federated Learning

* FedASI/FedALS:

E[L —L* fpLh%?\ 4 4 — 362 22 H?T?

+ —— +8
7 bic| ) VT &2 T

» FedASI-DP/FedALS-DP:

1 4D KL
B flw; — w* > < [ = (—+I) Hwo—w*H2]
y+1 [ p p
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EXPERIMENT ON EFFICIENCY

Experiment Setting FedASI Results

= Datasets: CIFAR-10 (IID) = Less than 0.5% accuracy loss

« Model: VGG16, ResNet18 = Faster convergence
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EXPERIMENT ON EFFICIENCY

FedAS| Results

= Less than 0.5% accuracy loss = Up to 1000x compression than FedAvg
96
1010_ ________________
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< _
- 924 = FedAvg g';
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EXPERIMENT ON EFFICIENCY

FedALS Results

= Same accuracy and convergence = Further 5x compression than FedASI
5 x10° 6 X107
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EXPERIMENT ON EFFICIENCY

FedALS Results

= Adaptive rank factorization

40
—o- FedALS [=3%
° —e- FedALS =3
301 o FedALS =32
. ~o- FedALS (=53
= 20
'
101
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EXPERIMENT ON PRIVACY

FedASI-DP Results

= [ ower rank more robust to small e

100 20210 ;
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EXPERIMENT ON PRIVACY

FedALS-DP Results

= Adaptive rank factorization

5 0% 10”
10 FedALS =" =@ FedALS — DP [ Tihg
—o- FedALS — DP (=5
] o o —e- FedALS — DP =¥, 1.51
\ , H o FedALS — DP =7 5 .
6 \ " - FedALS — DP (=5, =
= = 1.0
< S
n |
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EXPERIMENT ON PRIVACY

ground truth iter=599

iter=449
"

Defense to DLG Attack

= Pruning: fall

» FedASI/FedALS: success
= FedASI-DP/FedALS-DP: success truth

ground truth

iter=149

ground truth ground truth iter=149

ground truth iter=49 iter=99 iter=149 ground truth

truth DLG: Pruning
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CONCLUSION

Contribution

Theory

Experiment

FedASI & FedALS

= Adaptive low-rank factorization
= FL communication compression
= Differential privacy guarantee

= Adaptive parameter compression by matrix rank optimization
= Differential privacy proof on algorithmic mechanism

= Convergence proof on low-rank factorization and FL training

= Up to 1000x compression without performance loss
= Benefit compression and privacy simultaneously
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