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Federated Learning (FL)

▪ Machine learning that decouples 
training model and data

▪ Key factors: communication 
overhead & data privacy

▪ Client: update local model; keep 
data private

▪ Server: aggregate global model
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Federated Learning Privacy

▪ Attackers exploit model 
uploads to infer client data

▪ Membership inference: 
distinguish client participation

▪ Gradient inversion: recover 
private training sample
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Federated Learning Privacy

▪ Attackers exploit model 
uploads to infer client data

▪ Membership inference: 
distinguish client participation

▪ Gradient inversion: recover 
private training sample

BACKGROUND

Zhu L, Liu Z, Han S. Deep Leakage from Gradients[C]. in: 32nd Advances in Neural Information Processing Systems: NeurIPS. 2019. 

DLG: FedSGD

DLG: FedSGD + noise
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truth
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Federated Learning Communication

▪ Uplink transmits large-scale model 
weights/gradients tensors

▪ Protocol improvement: client 
selection, local update, etc.

▪ Parameter compression: pruning, 
quantization, etc.

BACKGROUND

raw layer matrix quantization sign prune ASI k = 2 ASI k = 1
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Question:

CONTRIBUTION

How to optimize transmission cost adaptively in the setting of differentially-
private training, and design algorithms towards communication-efficient

and privacy-preserving federated learning?

Our Contribution: FedASI  &  FedALS

Contribution

Adaptive low-rank 
factorization

FL communication 
compression

Differential privacy 
guarantee
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CONTRIBUTION
Our Contribution: FedASI  &  FedALS

Adaptive low-rank 
factorization

FL communication 
compression

Differential privacy 
guarantee

▪ Develop low-rank factorization based on ASI and ALS 
▪ Solve matrix rank optimization with adaptive output
▪ Derive convergence proof on factorization iteration

▪ Introduce low-rank compression to FL communication
▪ Derive convergence proof on learning
▪ Evaluate efficiency, accuracy, convergence by experiment

▪ Apply differential privacy mechanism with proof
▪ Link privacy with compression benefits

Contribution
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FL Algorithm Overview

▪ Objective: 

FRAMEWORK DESIGN

<latexit sha1_base64="+2dmyvQhMMqUWAJUt+Wcq2YC5cw="></latexit>

min
W

L(W ) =
1

|C|
X

c2C
Lc(W ;Dc)

2. Update: 
<latexit sha1_base64="1Pg7gl9KuaxREfVTrhH+rtx5NF0="></latexit>

W  W � ⌘rWLc(W ;Dc)

1. Download: 

<latexit sha1_base64="t9aIf3BXkndh6NbbiOtti4S37WE="></latexit>

We  We�1 +
1

|C|
X

c2C
M c

e

4. Aggregation: 

3. Upload: 
<latexit sha1_base64="tdIyTX0nTqW7qamIN+qc6yoA8bI=">AAACCXicbVDLSsNAFJ3UV62vqEs3g0VwY0lEtMuCGzdCBdsU2lgm09t26GQSZiaFEvoF/oJb3bsTt36FW7/ESZuFbT1w4XDOvZzLCWLOlHacb6uwtr6xuVXcLu3s7u0f2IdHTRUlkkKDRjySrYAo4ExAQzPNoRVLIGHAwQtGt5nvjUEqFolHPYnBD8lAsD6jRBupa9v3uDMArbCHL7D35JS6dtmpODPgVeLmpIxy1Lv2T6cX0SQEoSknSrVdJ9Z+SqRmlMO01EkUxISOyADahgoSgvLT2edTfGaUHu5H0ozQeKb+vUhJqNQkDMxmSPRQLXuZ+J/XTnS/6qdMxIkGQedB/YRjHeGsBtxjEqjmE0MIlcz8iumQSEK1KWshJQinWSnucgWrpHlZca8r7sNVuVbN6ymiE3SKzpGLblAN3aE6aiCKxugFvaI369l6tz6sz/lqwcpvjtECrK9f7FCYPA==</latexit>

M  W �W 0

<latexit sha1_base64="CsY+l1fwu8twv5OTehXos9umaAo=">AAACA3icbVBNS8NAFHzxs9avqkcvi0XwVBIR7bHgxWMF2xTaWDbbTbt0dxN2N0IJPfoXvOrdm3j1h3j1l7hpc7CtAw+GmfeYx4QJZ9q47reztr6xubVd2inv7u0fHFaOjts6ThWhLRLzWHVCrClnkrYMM5x2EkWxCDn1w/Ft7vtPVGkWywczSWgg8FCyiBFsrNTzUW9IjUb+o1vuV6puzZ0BrRKvIFUo0OxXfnqDmKSCSkM41rrruYkJMqwMI5xOy71U0wSTMR7SrqUSC6qDbPbzFJ1bZYCiWNmRBs3UvxcZFlpPRGg3BTYjvezl4n9eNzVRPciYTFJDJZkHRSlHJkZ5AWjAFCWGTyzBRDH7KyIjrDAxtqaFlFBM81K85QpWSfuy5l3XvPuraqNe1FOCUziDC/DgBhpwB01oAYEEXuAV3pxn5935cD7nq2tOcXMCC3C+fgGqLpcp</latexit>

W  W 0 Client
Device 𝑐

Client
Data 𝒟𝑐

Central
Server

Algorithm
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FL with Low-Rank Compression

FRAMEWORK DESIGN

2. Update: 
<latexit sha1_base64="1Pg7gl9KuaxREfVTrhH+rtx5NF0="></latexit>

W  W � ⌘rWLc(W ;Dc)

3. Compress
& Upload: 

<latexit sha1_base64="tdIyTX0nTqW7qamIN+qc6yoA8bI=">AAACCXicbVDLSsNAFJ3UV62vqEs3g0VwY0lEtMuCGzdCBdsU2lgm09t26GQSZiaFEvoF/oJb3bsTt36FW7/ESZuFbT1w4XDOvZzLCWLOlHacb6uwtr6xuVXcLu3s7u0f2IdHTRUlkkKDRjySrYAo4ExAQzPNoRVLIGHAwQtGt5nvjUEqFolHPYnBD8lAsD6jRBupa9v3uDMArbCHL7D35JS6dtmpODPgVeLmpIxy1Lv2T6cX0SQEoSknSrVdJ9Z+SqRmlMO01EkUxISOyADahgoSgvLT2edTfGaUHu5H0ozQeKb+vUhJqNQkDMxmSPRQLXuZ+J/XTnS/6qdMxIkGQedB/YRjHeGsBtxjEqjmE0MIlcz8iumQSEK1KWshJQinWSnucgWrpHlZca8r7sNVuVbN6ymiE3SKzpGLblAN3aE6aiCKxugFvaI369l6tz6sz/lqwcpvjtECrK9f7FCYPA==</latexit>

M  W �W 0

<latexit sha1_base64="t9aIf3BXkndh6NbbiOtti4S37WE="></latexit>

We  We�1 +
1

|C|
X

c2C
M c

e

5. Aggregation: 

<latexit sha1_base64="Okv/w57aKZF5CHsBjqwNqnpSQfM=">AAACGnicbZDLSgMxFIYz9VbrbdSlm2gRKkiZEdEuC4K4EVqwF+iUkklP29BkZkgyQh269iV8Bbe6dydu3bj1Scy0XdjqD4Gf/5zDOfn8iDOlHefLyiwtr6yuZddzG5tb2zv27l5dhbGkUKMhD2XTJwo4C6CmmebQjCQQ4XNo+MOrtN64B6lYGNzpUQRtQfoB6zFKtIk69mHlFFex1wetsCeIHkiRXBOqQ8keYFy4Pcl17LxTdCbCf407M3k0U6Vjf3vdkMYCAk05UarlOpFuJ0RqRjmMc16sICJ0SPrQMjYgAlQ7mXxljI9N0sW9UJoXaDxJf08kRCg1Er7pTK9Vi7U0/K/WinWv1E5YEMUaAjpd1Is51iFOueAuk0A1HxlDqGTmVkwHRBoUht7cFl+MUyjuIoK/pn5WdC+KbvU8Xy7N8GTRATpCBeSiS1RGN6iCaoiiR/SMXtCr9WS9We/Wx7Q1Y81m9tGcrM8fKWCf/w==</latexit>

P,Q Factorize(M)

<latexit sha1_base64="X69io5tZflc7Li67gtJeiNW830Y=">AAACGnicbZC7TsMwFIYdrqXcAowshgqJqUoQgo6VWFiQWqk3qU0jxz1prToX2Q5SFWXmJXgFVtjZECsLK0+C22agLb9k6fN/ztGxfy/mTCrL+jbW1jc2t7YLO8Xdvf2DQ/PouCWjRFBo0ohHouMRCZyF0FRMcejEAkjgcWh747tpvf0IQrIobKhJDE5AhiHzGSVKW6559tCnbgoZ7g1BSVzLb2l9Dlm/4Zolq2zNhFfBzqGEctVc86c3iGgSQKgoJ1J2bStWTkqEYpRDVuwlEmJCx2QIXY0hCUA66ewrGb7QzgD7kdAnVHjm/p1ISSDlJPB0Z0DUSC7XpuZ/tW6i/IqTsjBOFIR0vshPOFYRnuaCB0wAVXyigVDB9FsxHRFBqNLpLWzxgqyoQ7GXI1iF1lXZvinb9etStZLHU0Cn6BxdIhvdoiq6RzXURBQ9oRf0it6MZ+Pd+DA+561rRj5zghZkfP0C8F6hFQ==</latexit>

M c
e  P c

eQ
c
e
T

4. Decompress: 

FedASI 
FedALS 

FedASI-DP
FedALS-DP

Fixed: 
Adaptive: 

Efficiency: 

Client
Device 𝑐

Client
Data 𝒟𝑐

Central
Server

Efficiency
+Privacy: 

Algorithm

1. Download: 
<latexit sha1_base64="CsY+l1fwu8twv5OTehXos9umaAo=">AAACA3icbVBNS8NAFHzxs9avqkcvi0XwVBIR7bHgxWMF2xTaWDbbTbt0dxN2N0IJPfoXvOrdm3j1h3j1l7hpc7CtAw+GmfeYx4QJZ9q47reztr6xubVd2inv7u0fHFaOjts6ThWhLRLzWHVCrClnkrYMM5x2EkWxCDn1w/Ft7vtPVGkWywczSWgg8FCyiBFsrNTzUW9IjUb+o1vuV6puzZ0BrRKvIFUo0OxXfnqDmKSCSkM41rrruYkJMqwMI5xOy71U0wSTMR7SrqUSC6qDbPbzFJ1bZYCiWNmRBs3UvxcZFlpPRGg3BTYjvezl4n9eNzVRPciYTFJDJZkHRSlHJkZ5AWjAFCWGTyzBRDH7KyIjrDAxtqaFlFBM81K85QpWSfuy5l3XvPuraqNe1FOCUziDC/DgBhpwB01oAYEEXuAV3pxn5935cD7nq2tOcXMCC3C+fgGqLpcp</latexit>

W  W 0
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Low-Rank Matrix Factorization

▪ Rank-𝑘 Factorization: 

▪ Rank-𝑘 Restricted SVD: 

▪ Other methods: eigenvalue decom-
position, QR factorization, etc. 

LOW-RANK COMPRESSION

original, k = 320 k = 64 k = 16

k = 8 k = 4 k = 1

<latexit sha1_base64="O4Fo1CC7uiwSd3gS7DZAH8JOglU=">AAAB/3icbVDLSgMxFM3UV62vUcGNm2ARXJUZEe1GKLhxU2ihL2jHIZNm2tBMJiQZsYxd+CtuXCji1t9w59+YtrPQ1gMXDufcy733BIJRpR3n28qtrK6tb+Q3C1vbO7t79v5BS8WJxKSJYxbLToAUYZSTpqaakY6QBEUBI+1gdDP12/dEKhrzhh4L4kVowGlIMdJG8u2jKuwhIWT8AKv+CF7DGqzfNQq+XXRKzgxwmbgZKYIMNd/+6vVjnESEa8yQUl3XEdpLkdQUMzIp9BJFBMIjNCBdQzmKiPLS2f0TeGqUPgxjaYprOFN/T6QoUmocBaYzQnqoFr2p+J/XTXRY9lLKRaIJx/NFYcKgjuE0DNinkmDNxoYgLKm5FeIhkghrE9k0BHfx5WXSOi+5lyW3flGslLM48uAYnIAz4IIrUAG3oAaaAINH8AxewZv1ZL1Y79bHvDVnZTOH4A+szx/0zZQX</latexit>

M ⇡ Mk = PQT

<latexit sha1_base64="qoCZ6iNuOtK0G6Et+rr7Zw5qz+c=">AAACDHicbVBPS8MwHE39O+e/qUcvwSF4Gq2I7iIMvHgZTFy3wVpLmqVbaNqGJBVH2Qfw4lfx4kERr34Ab34b060H3XyQ8Hjv/Uh+z+eMSmWa38bS8srq2nppo7y5tb2zW9nb78gkFZjYOGGJ6PlIEkZjYiuqGOlxQVDkM9L1w6vc794TIWkSt9WYEzdCw5gGFCOlJa9SbUIHcS6SB9j0QngJbX07t3QYIU06XnjXLuuUWTOngIvEKkgVFGh5lS9nkOA0IrHCDEnZt0yu3AwJRTEjk7KTSsIRDtGQ9DWNUUSkm02XmcBjrQxgkAh9YgWn6u+JDEVSjiNfJyOkRnLey8X/vH6qgrqb0ZinisR49lCQMqgSmDcDB1QQrNhYE4QF1X+FeIQEwkr3l5dgza+8SDqnNeu8Zt2cVRv1oo4SOARH4ARY4AI0wDVoARtg8AiewSt4M56MF+Pd+JhFl4xi5gD8gfH5A6VwmW4=</latexit>

M ⇡ Mk = Uk⌃kV
T
k

Algorithm
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Alternating Subspace Iteration (ASI)

▪ Rank-𝑘 Factorization: 

▪ Power Iteration:

▪ Alternating Subspace Iteration: 

LOW-RANK COMPRESSION

<latexit sha1_base64="O4Fo1CC7uiwSd3gS7DZAH8JOglU=">AAAB/3icbVDLSgMxFM3UV62vUcGNm2ARXJUZEe1GKLhxU2ihL2jHIZNm2tBMJiQZsYxd+CtuXCji1t9w59+YtrPQ1gMXDufcy733BIJRpR3n28qtrK6tb+Q3C1vbO7t79v5BS8WJxKSJYxbLToAUYZSTpqaakY6QBEUBI+1gdDP12/dEKhrzhh4L4kVowGlIMdJG8u2jKuwhIWT8AKv+CF7DGqzfNQq+XXRKzgxwmbgZKYIMNd/+6vVjnESEa8yQUl3XEdpLkdQUMzIp9BJFBMIjNCBdQzmKiPLS2f0TeGqUPgxjaYprOFN/T6QoUmocBaYzQnqoFr2p+J/XTXRY9lLKRaIJx/NFYcKgjuE0DNinkmDNxoYgLKm5FeIhkghrE9k0BHfx5WXSOi+5lyW3flGslLM48uAYnIAz4IIrUAG3oAaaAINH8AxewZv1ZL1Y79bHvDVnZTOH4A+szx/0zZQX</latexit>

M ⇡ Mk = PQT

/&5803, $0.13&44*0/ */
'&%&3"5&% ."$)*/& -&"3/*/(

��� -PX�3BOL $PNQSFTTJPO "MHPSJUIN
*O UIJT TFDUJPO XF CFHJO UIFPSFUJDBMMZ FYQMPSJOH JUFSBUJWF GBDUPSJ[BUJPO BMHPSJUINT CBTFE PO QSF�

WJPVT XPSLT UP QFSGPSN -3' DPNQSFTTJPO� "T UIF NBUSJDFT XF BJN UP GBDUPSJ[F JO %//T BSF VTVBMMZ
MBSHF�TDBMF
 XF BSF QBSUJDVMBSMZ JOUFSFTUFE JO NFUIPET UIBU DBO CF FऄDJFOUMZ DPNQVUFE CZ NBUSJY PQ�
FSBUJPOT PO (16T
 UZQJDBMMZ NVMUJQMJDBUJPO BOE BEEJUJPO� 'VSUIFSNPSF
 JUFSBUJWF BMHPSJUINT UBLF UIF
BEWBOUBHF PG BQQSPYJNBUJOH UIF QBSBNFUFST EVSJOH USBJOJOH
 XIJDI JT TVJUBCMF GPS PVS BQQMJDBUJPO�

8F NBJOMZ TUVEZ UXP -3' NFUIPET BT DPNQSFTTJPO DPNQVUBUJPO JO UIJT TFDUJPO� 5IF "MUFS�
OBUJOH 4VCTQBDF *UFSBUJPO JT HFOFSBMJ[FE GSPN UIF TJNQMF QPXFS JUFSBUJPO JO 47% DBMDVMBUJPO
 XIJDI
TPMWFT UIF NBUSJY GBDUPSJ[BUJPO QSPCMFN XIFO HJWFO B ंYFE SBOL XJUI UIF MFBTU FSSPS BOE GBTU DPO�
WFSHFODF� 5IF "MUFSOBUJOH -FBTU 4RVBSFT BMHPSJUIN JT ंSTUMZ QSPQPTFE JO NBUSJY DPNQMFUJPO QSPC�
MFNT<���
 ���>� 8F EFSJWF JUT PQUJNJ[BUJPO GPSNVMBUJPO JO PVS DPNQSFTTJPO BQQMJDBUJPO
 BOE HFOFSBMJ[F
JU BT -3 DPNQSFTTJPO XJUI SFMBUFE UIFPSFUJDBM BOBMZTJT QSPWJEFE�

����� "MUFSOBUJOH 4VCTQBDF *UFSBUJPO
1PXFS JUFSBUJPO
 PS QPXFS NFUIPE
 JT B DMBTTJDBM BQQSPBDI PG JUFSBUJWFMZ DBMDVMBUJOH EPNJOBOU

FJHFOWFDUPS PG B SFBM TRVBSF NBUSJY JO OVNFSJDBM BOBMZTJT<���>� 4VCTQBDF JUFSBUJPO JT JUT CMPDL�
HFOFSBMJ[FE GPSN UIBU TJNVMUBOFPVTMZ ंOETNVMUJQMF FJHFOWFDUPST DPSSFTQPOEJOH UP EPNJOBOU ৏ FJHFO�
WBMVFT
 J�F�
 UIF FJHFOTQBDF�

*O UIF MPX�SBOL NBUSJY GBDUPSJ[BUJPO QSPCMFN %FंOJUJPO ���
 UIF UBSHFU NBUSJY স DBO CF OPO�
TRVBSF
 IFODF XF OFFE UP TPMWF UIF 47% QSPCMFN JOTUFBE PG FJHFOWBMVF EFDPNQPTJUJPO� 'SPN UIF
47% UIFPSZ XF LOPX UIBU
 UIF TJOHVMBS WFDUPST ৙্- ৚্ PG NBUSJY স 
 XIJDI JT VUJMJ[FE UP DPNQPTF MPX�
SBOL NBUSJDFT ঻ - ়
 DBO CF DBMDVMBUFE GSPN FJHFOWBMVF EFDPNQPTJUJPO PG TRVBSF NBUSJDFT সসি BOEসি স 
 SFTQFDUJWFMZ� 5IFSFGPSF XF QFSGPSN UXP TVCTQBDF JUFSBUJPOT BMUFSOBUFMZ UP DBMDVMBUF MPX�SBOL
NBUSJDFT ঻ - ়
 TJNJMBS UP GBDUPSJ[BUJPO BQQMJFE JO 7PHFMT FU BM� <��� >�

5IF "MUFSOBUJOH 4VCTQBDF *UFSBUJPO 	��

 BMHPSJUIN JT QSFTFOUFE JO "MHPSJUIN �̢�
 BMPOH
XJUI CBTJD TVCTQBDF JUFSBUJPO 	�

 "MHPSJUIN �̢� HJWJOH FJHFOWFDUPST NBUSJY হ PO TRVBSF স GPS
SFGFSFODF� 5IF ��
 JNQMFNFOUBUJPO GVMंMMT PVS SFRVJSFNFOU PG FऄDJFOU DBMDVMBUJPO PO MBSHF NBUSJY

XJUI POMZ B GFXNBUSJY NVMUJQMJDBUJPO PQFSBUJPOT JO JUFSBUJPOT UIBU DBO CF FँFDUJWFMZ BDDFMFSBUFE� 5IF
PSUIPOPSNBMJ[BUJPO NFUIPE JT JNQMFNFOUFE CZ 23 GBDUPSJ[BUJPO ঻ > Ȥ঻ ঽ
 XIFSF Ȥ঻ JT PSUIPOPSNBM
BOE ঽ ѹ ϗ৑·৏ JT BO VQQFS USJBOHVMBS NBUSJY�

"MHPSJUIN �̓� 4VCTQBDF *UFSBUJPO
*OQVU� NBUSJY স ѹ ϗ৑·৑


SBOL ৏
 JUFSBUJPO ি
0VUQVU� FJHFOWFDUPST NBUSJYহ ѹ ϗ৑·৏

ͮ হ1 Њ ༻ )1- 2*৑·৏
ͯ GPS FBDI JUFSBUJPO ৘ > 2- 3- ՠ - ি EP
Ͱ হ৘ Њ সহ৘҃2
ͱ হ৘ Њ *-/#*)*-(�'$5 ρহ৘ς
Ͳ FOE GPS
ͳ SFUVSO হি

"MHPSJUIN �̓� "MUFSOBUJOH 4VCTQBDF *UFSBUJPO
*OQVU� NBUSJY স ѹ ϗ৑·৒


SBOL ৏
 JUFSBUJPO ি
0VUQVU� MPX�SBOL NBUSJDFT ঻ ѹ ϗ৑·৏- ় ѹ ϗ৒·৏

ͮ ়1 Њ ༻ )1- 2*৒·৏
ͯ GPS FBDI JUFSBUJPO ৘ > 2- 3- ՠ - ি EP
Ͱ ঻৘ Њ স়৘҃2
ͱ Ȥ঻৘ Њ *-/#*)*-(�'$5 ρ঻৘ς
Ͳ ়৘ Њ সি Ȥ঻৘
ͳ FOE GPS
ʹ SFUVSO Ȥ঻ি - ়ি

̢ 1BHF �� PG �� ̢

<latexit sha1_base64="TmSnm9WXkXDjUfvTuaC5pnnmN7A=">AAACDnicbVDLSsNAFL2pr1pfUcGNm8EiuCqJiHZZcONGqGAf0MQymU7aoTNJmJkIJfYf/Aa3unYnbv0Fl/6Jk7YL23rgwrnn3Mu9nCDhTGnH+bYKK6tr6xvFzdLW9s7unr1/0FRxKgltkJjHsh1gRTmLaEMzzWk7kRSLgNNWMLzO/dYjlYrF0b0eJdQXuB+xkBGsjdS1j7xAZOkYeYoJdPug0bTv2mWn4kyAlok7I2WYod61f7xeTFJBI004VqrjOon2Myw1I5yOS16qaILJEPdpx9AIC6r8bPL/GJ0apYfCWJqKNJqofzcyLJQaicBMCqwHatHLxf+8TqrDqp+xKEk1jcj0UJhypGOUh4F6TFKi+cgQTCQzvyIywBITbSKbuxKIPBN3MYFl0jyvuJcV9+6iXKvO0inCMZzAGbhwBTW4gTo0gMATvMArvFnP1rv1YX1ORwvWbOcQ5mB9/QLFLJxt</latexit>

u ⇠ M tu

<latexit sha1_base64="1qqbR1CvegBZe78+yYdUgJj5lfs="></latexit>

p ⇠
�
MMT

�t
p

q ⇠
�
MTM

�t
q

<latexit sha1_base64="7dxkHc0PLc6VCVVeyN3WeoNJHl8=">AAACF3icbZC7TsMwFIadcivhFmBkwKICMVUJQtAFqRILYyvoRWqiyHHd1qrtRLaDVEUdeQiegRVmNsTKyMib4LQdaMsvWfr0n3N0jv8oYVRp1/22Ciura+sbxU17a3tnd8/ZP2iqOJWYNHDMYtmOkCKMCtLQVDPSTiRBPGKkFQ1v83rrkUhFY/GgRwkJOOoL2qMYaWOFznENnt3ARjiEvm/Xc27mfE/7HIXDsh06JbfsTgSXwZtBCcxUC50fvxvjlBOhMUNKdTw30UGGpKaYkbHtp4okCA9Rn3QMCsSJCrLJR8bw1Dhd2IuleULDift3IkNcqRGPTCdHeqAWa7n5X62T6l4lyKhIUk0Eni7qpQzqGOapwC6VBGs2MoCwpOZWiAdIIqxNdnNbIj42mXiLCSxD86LsXZW9+mWpWpmlUwRH4AScAw9cgyq4AzXQABg8gRfwCt6sZ+vd+rA+p60FazZzCOZkff0CbAac6g==</latexit>

P = Uk

Q = Vk⌃k.

Algorithm
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Alternating Least Squares (ALS)

▪ Rank-𝑘 Factorization Optimization: 

LOW-RANK COMPRESSION

<latexit sha1_base64="r/Gh4zHYxiGOpG/eiKxQr9PctHU="></latexit>

min
P,Q

1

2

��M � PQT
��2
F
, s.t. rank(PQT ) = k

min
P,Q

1

2

��M � PQT
��2
F
+ � rank(PQT )

min
P,Q

1

2

��M � PQT
��2
F
+ �

��PQT
��
⇤

min
P,Q

1

2

��M � PQT
��2
F
+

�

2

⇣
kPk2F + kQk2F

⌘

/&5803, $0.13&44*0/ */
'&%&3"5&% ."$)*/& -&"3/*/(

PG BOBMZTJT
 XF VUJMJ[F UIF �
� BMHPSJUIN BT "MHPSJUIN �̢�� *OUVJUJWFMZ
 JU DPOUBJOT POMZ NBUSJY
NVMUJQMJDBUJPO BOE WFDUPS DBMDVMBUJPO
 NBLJOH JU QSFGFSBCMF GPS GVSUIFS NPEJंDBUJPO BOE BDDFMFSBUJPO�

8F UIFO EJTDVTT UIF TPMVUJPO BOE MPTT GVODUJPO WBMVF PG �
�� "MUIPVHI UIF PCKFDUJWF ώ)঻ - ়*
JO &RVBUJPO 	�̢��
 JT OPU DPOWFY CVU CJ�DPOWFY<���>
 UIF PQUJNBM QPJOU PG �
� ঻ ҈- ়҈ FYJTUT�

5IFPSFN ��� 5IF PQUJNBM TPMVUJPO ঻ ҈- ়҈ SFUVSOFE CZ �
� JO "MHPSJUIN �̢� JT�

঻ ҈ > ী৏া 23৏ - ়҈ > ু৏া 23৏ - 	�̢��


XIFSF া > )౒ ҃ ౤঴*, > NBY)1- ౒ ҃ ౤঴*- 	�̢��


JT B EJBHPOBM NBUSJY UIBU BDUT BT UIF TPGU�UISFTIPME PG UIF TJOHVMBS WBMVFT ৗ্ > ౫্ ҃ ౤ ? 1
 )্ >2- 3- ՠ - ৏*� 5IF PVUQVU SBOL ৏ ӕ ৔ TBUJTंFT ౫৏ ? ౤- ౫৏,2 ӕ ౤� 5IF QSPPG BOE DPOWFSHFODF BOBMZTJT
DBO BT XFMM CF GPVOE JO 4FDUJPO �����
 XIJDI FYQMBJOT UIF FRVJWBMFODF CFUXFFO &RVBUJPO 	�̢��
 BOE
&RVBUJPO 	�̢��
� *U DBO CF EFEVDFE GSPN UIF BMHPSJUIN BOE PQUJNJ[BUJPO UIBU
 XIFO ౤ > 1
 UIF �
�
JT FRVJWBMFOU UP ��
�

4JODF �
� JT VUJMJ[FE BT MPX�SBOL BQQSPYJNBUJPO NFUIPE
 XF BSF JOUFSFTUFE JO UIF EJँFSFODFT
GSPN SBX NBUSJY CSPVHIU CZ �
�
 J�F�
 UIF ंSTU UFSN JO &RVBUJPO 	�̢��
� 4JNJMBS UP $PSPMMBSZ ���
 XF
DBMDVMBUF UIF BQQSPYJNBUJPO MPTT XIFO BDIJFWJOH PQUJNBM TPMVUJPO�

$PSPMMBSZ ��� 5IF BQQSPYJNBUJPO FSSPS JO &RVBUJPO 	�̢��
 XIFO ঻ > ঻ ҈- ় > ়҈ JO &RVB�
UJPO 	���
 JT�

ώ҈৆৔৔৖৓ড়)঻ - ়* > ๷স ҃ ঻ ҈়҈ি ๷3
঱ > ৔

্ุ>৏,2 ౫3্ , ৏౤3/ 	�̢��


1SPPG %FOPUF স৏ > ঻ ҈়҈ি > ী৏া৏ু৏� 5IF EJBHPOBM NBUSJY া৏ > EJBH มৗ2- ৗ3- ՠ - ৗ৏ย >
EJBH ม౫2 ҃ ౤- ౫3 ҃ ౤- ՠ - ౫৏ ҃ ౤ย� #Z &RVBUJPO 	�̢��

 TJNJMBSMZ XF IBWF�

ώ҈৆৔৔৖৓ড়)঻ - ়* > ำস ҃ স৏ำ3঱
> ৔

্ุ>2 ౫3্ , ৏
্ุ>2 ৗ3্ ҃ 3 ৏

্ุ>2 ౫্ৗ্ 	�̢��


> ৔
্ุ>৏,2 ౫3্ , ৏౤3/ 	�̢��


ـ
"MHPSJUIN �̓� "MUFSOBUJOH -FBTU 4RVBSFT

*OQVU� NBUSJY স ѹ ϗ৑·৒

SFHVMBSJ[BUJPO QBSBNFUFS ౤
 JUFSBUJPO ি

0VUQVU� MPX�SBOL NBUSJDFT ঻ ѹ ϗ৑·৏- ় ѹ ϗ৒·৏
ͮ ়1 Њ ༻ )1- 2*৒·৏
ͯ GPS FBDI JUFSBUJPO ৘ > 2- 3- ՠ - ি EP
Ͱ ঻৘ Њ স়৘҃2 ม়ি৘҃2়৘҃2 , ౤঴ย҃2
ͱ ়৘ Њ সি ঻৘ ม঻ ি৘ ঻৘ , ౤঴ย҃2
Ͳ FOE GPS
ͳ SFUVSO ঻ি - ়ি

̢ 1BHF �� PG �� ̢

<latexit sha1_base64="i2392ok6GezwMfVpLgqzQeXnh2Y="></latexit>

P = Uk(⌃k � �Ik)
1
2
+, Q = Vk(⌃k � �Ik)

1
2
+

<latexit sha1_base64="iqBRrWJeEsHO3dN/eWyYnS0bow0=">AAACAnicbVA9SwNBEJ2LXzF+RS1tFoNgFe5EomXAxjKK+YDLEfY2e8mSvd1jd08JRzr/gq32dmLrH7H1l7hJrjCJDwYe780wMy9MONPGdb+dwtr6xuZWcbu0s7u3f1A+PGppmSpCm0RyqToh1pQzQZuGGU47iaI4Djlth6Obqd9+pEozKR7MOKFBjAeCRYxgYyW/e88GQ4OVkk+9csWtujOgVeLlpAI5Gr3yT7cvSRpTYQjHWvuem5ggw8owwumk1E01TTAZ4QH1LRU4pjrIZidP0JlV+iiSypYwaKb+nchwrPU4Dm1njM1QL3tT8T/PT010HWRMJKmhgswXRSlHRqLp/6jPFCWGjy3BRDF7KyJDrDAxNqWFLWE8KdlQvOUIVknrourVqt7dZaVey+Mpwgmcwjl4cAV1uIUGNIGAhBd4hTfn2Xl3PpzPeWvByWeOYQHO1y//M5gN</latexit>)

<latexit sha1_base64="iqBRrWJeEsHO3dN/eWyYnS0bow0=">AAACAnicbVA9SwNBEJ2LXzF+RS1tFoNgFe5EomXAxjKK+YDLEfY2e8mSvd1jd08JRzr/gq32dmLrH7H1l7hJrjCJDwYe780wMy9MONPGdb+dwtr6xuZWcbu0s7u3f1A+PGppmSpCm0RyqToh1pQzQZuGGU47iaI4Djlth6Obqd9+pEozKR7MOKFBjAeCRYxgYyW/e88GQ4OVkk+9csWtujOgVeLlpAI5Gr3yT7cvSRpTYQjHWvuem5ggw8owwumk1E01TTAZ4QH1LRU4pjrIZidP0JlV+iiSypYwaKb+nchwrPU4Dm1njM1QL3tT8T/PT010HWRMJKmhgswXRSlHRqLp/6jPFCWGjy3BRDF7KyJDrDAxNqWFLWE8KdlQvOUIVknrourVqt7dZaVey+Mpwgmcwjl4cAV1uIUGNIGAhBd4hTfn2Xl3PpzPeWvByWeOYQHO1y//M5gN</latexit>)

<latexit sha1_base64="iqBRrWJeEsHO3dN/eWyYnS0bow0=">AAACAnicbVA9SwNBEJ2LXzF+RS1tFoNgFe5EomXAxjKK+YDLEfY2e8mSvd1jd08JRzr/gq32dmLrH7H1l7hJrjCJDwYe780wMy9MONPGdb+dwtr6xuZWcbu0s7u3f1A+PGppmSpCm0RyqToh1pQzQZuGGU47iaI4Djlth6Obqd9+pEozKR7MOKFBjAeCRYxgYyW/e88GQ4OVkk+9csWtujOgVeLlpAI5Gr3yT7cvSRpTYQjHWvuem5ggw8owwumk1E01TTAZ4QH1LRU4pjrIZidP0JlV+iiSypYwaKb+nchwrPU4Dm1njM1QL3tT8T/PT010HWRMJKmhgswXRSlHRqLp/6jPFCWGjy3BRDF7KyJDrDAxNqWFLWE8KdlQvOUIVknrourVqt7dZaVey+Mpwgmcwjl4cAV1uIUGNIGAhBd4hTfn2Xl3PpzPeWvByWeOYQHO1y//M5gN</latexit>)

Algorithm
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Differential Privacy (DP)

▪ (𝜖, 𝛿)-DP: 

▪ Gaussian Mechanism: 

▪ Sensitivity: 

PRIVATE LOW-RANK COMPRESSION

<latexit sha1_base64="jyxURrEke3HpR53wFFboD/3rbO0="></latexit>

Pr [M(D) 2 S]  e✏ · Pr [M(D0) 2 S] + �

<latexit sha1_base64="Q/hwsyLfoGpDL+cSnp0ghyxWfjE="></latexit>

S(f) = max
D,D0

kf(D)� f(D0)kF

<latexit sha1_base64="KQeb+8NZX8C/vULH+BUrArAA4OA="></latexit>

M(D) = f(D) +G

G = N
�
0,S2�2IM

�

� = ✏�1
p
2 ln 1.25��1

David S, Sebastian M, Esfandiar M. Privacy Loss Classes: The Central Limit Theorem in Differential Privacy[C]. in: Proceedings on Privacy Enhancing Technologies. 2019.

Algorithm
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Private ASI (ASI-DP)

Private ALS (ALS-DP)

▪ (𝜖, 𝛿)-DP: 

PRIVATE LOW-RANK COMPRESSION

/&5803, $0.13&44*0/ */
'&%&3"5&% ."$)*/& -&"3/*/(

'PS PQUJNJ[BUJPO DBMDVMBUJPOT
 UIFSF BSF NPSF UZQFT PG OPJTF BEEJUJPO EFSJWFE GSPN JUT CBTJD
NBUIFNBUJDBM SFQSFTFOUBUJPO� 0CWJPVTMZ
 SBX NBUSJY DBO CF QFSUVSCFE UP TBUJTGZ %1 SFRVJSFNFOU

IPXFWFS UIF SFTVMUT BSF OPU TBUJTंBCMF<���>� 5IF 4(% QSPDFTT DBO CF ःFYJCMF XJUI OPJTF BEEJUJPO
JO HSBEJFOUT
 BT XJEFMZ TUVEJFE JO NBOZ BSFBT<��
 �������>� #FSMJP[ FU BM� <�� > BOE 'SJFENBO FU BM� <��� >

JOWFTUJHBUF UIF "-4 NFUIPE
 XJUI %1 BQQMJFE UP HPBM GVODUJPO PS PVUQVUT� " TFSJFT PG XPSLT BMTP
TUVEZ UIF QSJWBUF -3' PQUJNJ[BUJPO BT BO JNQMFNFOUBUJPO PG SPCVTU 1$"<�������>�

8F FNQMPZ EJँFSFOUJBM QSJWBDZ UP UIF ��
 BOE �
� GBDUPSJ[BUJPO BT PVS QSJWBUF MPX�SBOL DPN�
QSFTTJPO NFUIPET� 5IF%J֌FSFOUJBMMZ 1SJWBUF "4* 	��
Χ��
 JO "MHPSJUIN �̢� JT JOTQJSFE CZ HFOFS�
BMJ[JOH QSJWBUF QPXFS JUFSBUJPO JO )BSEU FU BM� <�� >
 GPMMPXJOH UIF EJTDVTTJPO PO JUT QSJWBDZ HVBSBOUFFT
XIFO BQQMZJOH UP OFVSBM OFUXPSL XFJHIUT� 8F UIFO QSPQPTF UIF OPWFM %J֌FSFOUJBMMZ 1SJWBUF "-4
	�
�Χ��
 CBTFE PO UIF TJNJMBSJUZ CFUXFFO �
� BOE ��
 EJTDPWFSFE CZ )BTUJF FU BM� <��� > BOE QSPWJEF
PVS %1 QSPPG
 XIJDI JT TIPXO JO "MHPSJUIN �̢��

*OUVJUJWFMZ
 UIF QSJWBDZ TUFQT JO CPUI %1 GBDUPSJ[BUJPOT BSF JO MJOF XJUI (BVTTJBO NFDIBOJTN
%FंOJUJPO ���
 XIFSF OPJTF WBMVF ౬ JT EFUFSNJOFE CZ QSJWBDZ CVEHFUT )౴- ౝ* BOE TFOTJUJWJUZ ཀ � 8F
QSFTFOU UIF QSJWBDZ QSPPG BOE BOBMZTJT PO OPJTF MFWFM BOE QSJWBDZ CVEHFUT JO OFYU TFDUJPO�

��� 1SJWBDZ "OBMZTJT PG -PX�3BOL $PNQSFTTJPO
*O UIJT TFDUJPO
 XF EFWFMPQ QSJWBDZ BOBMZTJT PG ��
Χ�� BOE �
�Χ�� JUFSBUJPOT
 CBTFE PO UIF

UIFPSZ PG )౴- ౝ*�%1� 8F TUBSU CZ UIF QSJWBUF QPXFS JUFSBUJPO QSPQPTFE JO<��>
 XIJDI DBO CF VUJMJ[FE JO
UIF QSJWBDZ QSPPG PG ��
Χ��� 5IF HVBSBOUFF PG �
�Χ�� JT QSPWFE CZ DPOTJEFSJOH UIF HFOFSBMJ[FE
FJHFOWBMVF EFDPNQPTJUJPO JO UIF JUFSBUJPO�

����� 1SJWBDZ PG 1SJWBUF "MUFSOBUJOH 4VCTQBDF *UFSBUJPO
5IF QSJWBUF QPXFS JUFSBUJPO JT QSPQPTFE BT B TQFDJBM JOTUBODF PG OPJTZ QPXFS JUFSBUJPO JO SFDFOU

MPX�SBOL BQQSPYJNBUJPO BQQMJDBUJPOT
 TVDI BT SPCVTU 1$"<���>� 5IF QSJWBUF QPXFS JUFSBUJPO GPMMPXT
EJSFDUMZ GSPN UIF (BVTTJBO NFDIBOJTN
 XJUI TFOTJUJWJUZ BOBMZTJT SFMBUFE UP NBUSJY DPIFSFODF�

"MHPSJUIN �̓� "4*�%1
*OQVU� NBUSJY স ѹ ϗ৑·৒


QSJWBDZ CVEHFU 	౴- ౝ


JUFSBUJPO ি 

SBOL ৏

0VUQVU� MPX�SBOL NBUSJDFT঻ ѹ ϗ৑·৏- ় ѹ ϗ৒·৏
ͮ ়1 Њ ༻ ม1- ঴৒·৏ย
ͯ GPS FBDI JUFSBUJPO ৘ > 2- 3- ՠ - ি EP

Ͱ ল঻ -৘ Њ ༻ ม1- ཀ3় ౬3঴৑·৏ย
ͱ ঻৘ Њ স়৘҃2 , ল঻ -৘
Ͳ Ȥ঻৘ Њ *-/#*)*-(�'$5 ρ঻৘ς
ͳ ল়-৘ Њ ༻ ม1- ཀ3঻ ౬3঴৒·৏ย
ʹ ়৘ Њ সি Ȥ঻৘ , ল়-৘
͵ FOE GPS

"MHPSJUIN �̓� "-4�%1
*OQVU� NBUSJY স ѹ ϗ৑·৒


QSJWBDZ CVEHFU 	౴- ౝ


JUFSBUJPO ি 

SFHVMBSJ[BUJPO QBSBNFUFS ౤

0VUQVU� MPX�SBOL NBUSJDFT঻ ѹ ϗ৑·৏- ় ѹ ϗ৒·৏
ͮ ়1 Њ ༻ ม1- ঴৒·৏ย
ͯ GPS FBDI JUFSBUJPO ৘ > 2- 3- ՠ - ি EP
Ͱ Ȯ় ৘҃2 Њ ়৘҃2 ม়ি৘҃2়৘҃2 , ౤঴ย҃2
ͱ ল঻ -৘ Њ ༻ ม1- ཀ3় ౬3঴৑·৏ย
Ͳ ঻৘ Њ স Ȯ়৘҃2 , ল঻ -৘
ͳ Ȯ঻৘ Њ ঻৘ ม঻ ি৘ ঻৘ , ౤঴ย҃2
ʹ ল়-৘ Њ ༻ ม1- ཀ3঻ ౬3঴৒·৏ย
͵ ়৘ Њ সি Ȯ঻৘ , ল়-৘
Ͷ FOE GPS

̢ 1BHF �� PG �� ̢

<latexit sha1_base64="59HK+L4y9EcBbDrwq5LiCwITTJk="></latexit>

SQ = kQt�1k1
SP = kPtk1
� = ✏�1

p
4kT ln(1/�)
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Convergence of Factorization

▪ ASI: 

▪ ALS:

THEORETICAL RESULT

▪ ASI-DP: 

▪ ALS-DP: 

<latexit sha1_base64="M/yL/kmb2Op7LYg65c8Q2VQXNGU="></latexit>
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Convergence of Federated Learning

▪ FedASI/FedALS: 

▪ FedASI-DP/FedALS-DP:

THEORETICAL RESULT

<latexit sha1_base64="0N37MEpHokPA9y6677WQZLTUYdw="></latexit>
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Experiment Setting

▪ Datasets: CIFAR-10 (IID)

▪ Model: VGG16, ResNet18

FedASI Results

▪ Less than 0.5% accuracy loss

▪ Faster convergence

EXPERIMENT ON EFFICIENCY
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FedASI Results

▪ Less than 0.5% accuracy loss ▪ Up to 1000x compression than FedAvg

EXPERIMENT ON EFFICIENCY
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VGG16 Converge Comm. vs. Regularization VGG16 Total Comm. vs. Regularization

EXPERIMENT ON EFFICIENCY
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▪ Same accuracy and convergence ▪ Further 5x compression than FedASI
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FedALS Results

▪ Adaptive rank factorization

EXPERIMENT ON EFFICIENCY
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FedASI-DP Results

▪ Lower rank more robust to small 𝜖

EXPERIMENT ON PRIVACY

ResNet18 Accuracy vs. Privacy Budget ResNet18 Converge Comm. vs. Privacy Budget
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FedALS-DP Results

▪ Adaptive rank factorization

EXPERIMENT ON PRIVACY

VGG16 Layer Rank vs. Round VGG16 Total Comm. vs. Regularization
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Defense to DLG Attack

▪ Pruning: fail 

▪ FedASI/FedALS: success

▪ FedASI-DP/FedALS-DP: success

EXPERIMENT ON PRIVACY

DLG: Pruningtruth DLG: FedASItruth

DLG: FedASI-DPtruth

Experiment



P. 25

CONCLUSION

Contribution

Theory

Experiment

▪ Adaptive low-rank factorization 
▪ FL communication compression
▪ Differential privacy guarantee

▪ Adaptive parameter compression by matrix rank optimization
▪ Differential privacy proof on algorithmic mechanism
▪ Convergence proof on low-rank factorization and FL training

▪ Up to 1000x compression without performance loss
▪ Benefit compression and privacy simultaneously 

FedASI  &  FedALS

Conclusion
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